Jharkhand University of Technology

(Science & Technology Campus, Sirkha Toli, Namkom, PIN-834010 (le_—z-
; ¥ 2
Letter No, : SBTE-722018 /6.2 § /Ranchi/ Dated: 21/10/20

Notice Board Tender

¢ | - ancled

Jharkhand University of Technology (JUT), Ranchi invites sealed u:ndersl rmfn CER;;L:;nTl:nudulc

Agencies/Firms for Security Audit of Gyanjyoti Portal (hitp:// lﬁé,lﬂ{}.tiﬂ.ﬂﬂ?ymﬂﬂtﬁ ) fi‘-;flr ltinn i -
such as Online Registration, Online Form Fill-up, Online Admit Card Issue, Online Result Publica .

the mentioned details: -

1. Scope of work for Web Portal Security Audit by CERT-IN Empnneltd'.ig;h_ﬂ

1 | Scope Certificate Issuance for —
First Level vulnerability assessment and report generation
la Stage-I with recommendations. Auditing the web application 10
discover deployment level security vulnerabilities.
Second and subsequent levels security audit, report
generation and issue of the certificate, Validation of
Stage-1l vulnerabilities reported in Stage-1 and scanning the web
- application to ensure no significant vulnerabilities exists
in the application.
2 | Web Application Name (http.//164,100.150.29/Gyanjyoti/
3 | Web Server 115
4 | Application Server s
§ | Language and Framework C# AND NET
i | Front End NET
7 | Database MSSQL
8 | Operating System WINDOWS 11
9 | Number of Roles in the application 03
10 | Number of static pages 01
11 | Number of Dynamic Pages 15
12 | Number of User Input fields 50
Whether the web application contains any | NO
Content Management System. If yes, please
131 mention name of the CMS (Yes/No)
I4 | Compliance Standard CERT-IN
15 | Empanelment CERT-IN
16 | Application will be hosted on MSS0L SERVER
v W’i]ll the website/web application/web NO
service
Eligibility Criteria:

a.  The bidder must be an empaneled auditor of CERT-In, having an empanelment certificate. Copy
of authorization with valid CERT-In empanelment certificate to be furnished. )
The Bidder should have at least 3 years of experience and satisfactory performance of providing
security audit to Central Govt. Ministries / Departments, Public Sector Undertaki &
Universities / Autonomous Institute / Autonomous / Statutory Bodies, Banks, Companies mﬂ,“-
c. Documentary evidence of firm’s GST Registration and CERT IN certificate ;h;ﬂ anies etc,

sfyi | be furnished
Bids not satisfying the above eligibility criteria / not accompanied by - .
proofs shall be rejected. panied by the requisite documentary

b.



- ing to the bid
d. The bid prepared by the bidder, as well as all correspondence and documents relating 1O

exchange between the Bidder and the agencies shall be in English/ Hindi.

¢ Bid must be quoted as per the below format: T
Sr.No. | Scope of work Price without Taxes Price Including
(Rs.) Taxes (Rs.) !
01

First Level vulnerability assessment and
report generation with recommendations.
Auditing the web application to discover
deployment level security vulnerabilities.

02 Second and subsequent levels security

audit, report generation and issue of the

certificate. Validation of vulnerabilities

reported in Stage-l and scanning the web

application to ensure no significant

vulnerabilities exists in the application.
Total (Rs.)

General Terms and Conditions:-

1) Security Audit must be done as per the given details in the tender.

2) Work must be completed within 15 days of receiving the work order.

3) Payment will be made after successful supply and verification of the work.

4) Firm must have GST Certificates. Attach the copy of GST certificate with the tender document.

5) GST/Tax (if applicable) will be deducted as per rules of Government .

6) A self attested declaration must be submitted regarding firm is neither barred of fraudulent practices nor
blacklisted by any of the government agencies.

7) Jharkhand University of Technology, Ranchi reserves the right to cancel/ reject the tender notice without
assigning any reason (s). Any incidental loss due to the cancellation / rejection will not be the
responsibility of Jharkhand University of Technology, Ranchi. Jharkhand University of Technology
would not be under any obligation to give any clarification to such rejected tenders.

8) Conditional tender will not be entertained and treated as rejection of tender documents,
9)  All standard website testing must be done as per CERT-IN regulations.

Quotations for the above work must be submitted to the Registrar, Jharkhand University of Technology,
Ranchi in sealed envelope with clearly mentioning the name of tender on the top of the envelop & must reach the
Jharkhand University of Technology, Ranchi office before Date: 01-11-2022 Time 03:00 PM. Tenders will be
opened on the same day at 3:30 PM in the presence/absence of bidders/authorized representatives at the same

address. Lowest bid will be decided on the basis of final price.
%L

Registrar
Jharkhand University of Technology, Ranchi

Memo No.: SBTE-72/2018 //5 28 : /Ranchi, Dated: 21/10/2022
Copy to: 1. Notice Board, Jharkhand University of Technology, Ranchi,

2. Office of the Vice-Chancellor, Jharkhand University of Technology, Ranchi.
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Regislrnl", :
Jharkhand University of Technology, Ranchi



